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Industry Trend #1: 5G is everywhere!
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► We must test higher and higher frequencies

− Radiated Spurious Emissions (RSE) up to 200 GHz

− (Automotive) Radar testing up to 77 – 300 GHz

− CE106 requirements up to 100 GHz 
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[1] everythingRF: “What are Millimeter Waves?”



Radiated Spurious Emissions (RSE) Testing

► RSE is typically performed within a chamber (radiated) to determine if an intentional radiator 

(spurious) is creating energy at harmonics that is beyond a defined limit line (emissions).

► CE106 and RE103 requirements have very similar wording to this
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[2] FCC Radiated Spurious Emissions test
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5G Testing Specifications

► Two basic frequency ranges (FR1 and FR2) are used in 3GPP specifications 

− FR1: 450 MHz to 6 GHz

− FR2: 24.25 to 52.6 GHz for 3GPP Release 15
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3GPP NR Specification Overview

Series Title

38.1xx RF test specifications (UE and BS)

38.2xx Layer 1 (physical layer) specifications

38.3xx Layer 2 / Layer 3 specifications

38.4xx Core network specifications and fronthaul interface specification (F1)

38.5xx UE conformance testing specifications for RF, RRM and protocol testing 

37.324 E-UTRA and NR; Service Data Adaptation Protocol (SDAP) specification

37.340 NR; Multi-connectivity; Overall description; Stage-2
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5G FR2 Test Requirements

3GPP / RAN4: 

► RSE specification 9 kHz to 2nd harmonic

► RSE test requirement 6 GHz to 2nd harmonic

► Limit -13 dBm, Method: TRP 

► Details of TRP measurement and limit under discussion

FCC 47 CFR Part 30, KDB 842590, April 2019: 

► 30 MHz up to 5th harmonic / 100 GHz (devices < 30 GHz), 200 GHz (devices > 30 GHz), 

► Limit -13 dBm, Method: TRP

► Early exit criteria for EIRP, TRP only for failing frequencies

► Test distance ≥ 2D2/, D: Max. dimension DUT antenna and measurement antenna, 

spurious: only measurement antenna

► Procedure acc. ANSI C63.26 below 40 GHz
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5G FR2 Solution Including System Verification

Test      

Receiver

Switching

Unit

EMC SW

Power supply (+ control)

to signal generation unit 40 GHz to 200 GHz

Call            

Box

60 GHz

90 GHz

140 GHz

Signal 

Generator

LO

IF

200 GHz

60 GHz

90 GHz

140 GHz

200 GHz

Receive units Multiplier units

Power supply (+ control)

8 EMC Testing Challenges Beyond 40 GHz

Radar Echo Simulator



Measurements beyond 44 GHz

► Harmonic mixers extend the frequency 

coverage of testing equipment up to 500 GHz.

► Common use cases:

− FCC compliance test up to 5th order harmonics

− 3GPP compliance test up to 2nd order 

harmonics

− Radar testing e.g. 77 – 300 GHz

− A&D applications analyzing interferers

up to 110 GHz or higher
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EMC standards are evolving

11

► New NATO SDIP-27 TEMPEST standard coming

− Might drive frequency requirements up to 40 GHz

► DO-160H is under development

− There has been discussion of emissions requirements 

up to 18/40 GHz and beyond

− There is heavy discussion about accepting FFT into 

the standard

► MIL-STD 461H 

− There has been discussion about including 

requirements around automated visual inspection
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History of MIL-STD 461
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1967 461

1968 461A

1969 461 A Notice 1 / 2

1970 461 A Notice 3

1971 461 A Notice 4

1973 461 A Notice 5 / 6

1980 461 B

1986 461 C

1987 461 C Notice 1 / 2

1993 461 D

1999 461 E

2007 461 F

2015 461 G

202? 461 H (Draft)

► Major revision released every 6-8 years

► New A&D programs starting 2015 or later are 

using MIL-STD 461 Rev. G

► Draft is underway for MIL-STD 461 Rev. H

− CE106 up to 100 GHz?

− Visual inspection requirements?
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What is visual inspection?

[3] Knight, Shawn. 13 Aug 2018. TechSpot. 
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▪ Time consuming

▪ Exhausting

▪ Boring

▪ Error-prone

Equipment Under Test (EUT) Monitoring
Manual observation

14 EMC Testing Challenges Beyond 40 GHz



Automated Visual Inspection
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Automated Visual Inspection
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Industry Trend #3: Cybersecurity concerns have increased
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(July 27, 2021)

[4] Reuters. Bose, Nandita: “Biden: If U.S. has ‘real shooting war’ it could be a result of cyber attacks.”



What is TEMPEST?

I Officially, “TEMPEST” does not stand for anything

I Tiny ElectroMagnetic Particles Emitting Secret Things

I Telecommunications Electronics Material Protected from Emanating Spurious Transmissions

I “Compromising Emanations”

I TEMPEST is the art & science of verifying that classified information is not 

inadvertently modulated onto a signal that could be publicly disseminated

I It is an extension of surveillance and EMC

I TEMPEST is more than finding the signal as in EMI; it is about finding and then 

demodulating the signal and determining if classified information is present
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TEMPEST Test Challenges

► Dynamic range (DSS)

► Video rastering

► Signal analysis / recording
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Example measurement for Detection System Sensitivity (DSS)



What is rastering?

► A raster is a dot matrix data structure that 

represents a generally rectangular grid of pixels 

that are viewable via a monitor, paper, or other 

display medium.

► PC monitors and video screens emit 

electromagnetic radiation, which may reveal the 

displayed content.

► Rastering is the process of recreating this content 

over the air using an unintended RF emission.

[5] “Using an RTL-SDR and TEMPEST To Attack AES.” RTL-SDR.com.
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Video rastering example



TEMPEST Solutions
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► Specialized test receivers

► Antennas

► Test systems

Active antenna system TEMPEST rack system
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Industry Trend #4: I/Q Record and Replay
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► I/Q steaming (i.e. record and replay) is the ability to 

record the RF environment and replay it for stress testing

► Long-term recording is very helpful when we want to 

precisely reproduce an RF environment or scenario
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Testing Challenges
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► Coexistence and spectrum refarming

− How do signals interact?

− Can higher frequencies work better?

► Improvised explosive devices

− 5G commercially-available modules

− How do you stay safe?
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[7] Improved Explosive Device (IED) using a cell phone

[6] Mcity Test Facility

https://www.google.com/maps/d/viewer?mid=1aXvVZt3EuRgEmqOZznkzgxJ1ese3ZAqj&ll=42.3006461842173%2C-83.69898814275304&z=17


Testing Challenges

26

► Electronic countermeasures

− Jammer development

► TEMPEST

− Characterize compromising emanations
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[8] 5G and GPS jammer [9] Radar jamming example



I/Q Testing Solutions

► Record the RF environment

− Dedicated I/Q recorders

− Very large hard drives (3 TB+)
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Recording time as a function of bandwidth for a 15TB hard drive

20 50 100 150 200 250 300 350 400 450 500 512 1000

1066 426 213 142 106 85 71 61 53 47 42 41 27

MHz

mins
6.4 TB

20 50 100 150 200 250 300 350 400 450 500 512 1000

2500 1000 500 333 250 200 166 142 125 111 100 97 65

MHz

mins
15 TB

20 50 100 150 200

533 213 106 71 53

MHz

mins
3.2 TB



I/Q Testing Solutions

► Record the RF environment

− Dedicated I/Q recorders

− Very large hard drives (1-3 TB+)

► Analyze the signals

− Constellation diagrams

− Vector signal analysis software

► Replay the signals 

− Signal generators w/ ARB

− Antenna
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Integrated Record, Analyze, Replay System (IRAPS)

Recording time as a function of bandwidth



Wrap up

► Industry requirements are going up to 

300 GHz and beyond

► Emerging applications include 5G RSE, 

radar testing, TEMPEST, and more

► MIL-STD 461H effort is underway, may 

include visual inspection
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Thank you for your attention!

…any questions?
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